Bitcoin: Economics, Technology, and Governance
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Incentives to Use Virtual Currency

U Blockchaintechnology( ) IS an interesting innovation that arose out
of the ashes of the 202009 financial crisis. The collapse of Lehman Brothers
turned a strictly financial crisis into a trust crigdsockchaintechnology uses a
transparent distributed ledger ( ) that displays all transactions in the
system to anyone with viewing access ( ). This distributed ledger is a list
of all transactions currently being processed. Each transaction is encrypted (

and fully anonymous ( ).
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Incentives to Use Virtual Currency

U When a transaction, perhaps between Party A and Party B, is entered into th
system, it must be validated. Those who conduct the validation are ratieis
( ) because they are paid in virtual currency for their efforts to validate
transactions.

U The validation process involves verifying that the party whose encrypted ID
number initiated a payment actually has enough funds in their account to mal

the payment. Once this iIs verified
becomes linked to all other previously verified blocks to create a publicly
viewable audit trail ( ) called alockchain

U All entries in theblockchainare anonymous because they are encrypted, but tf
history of transactions for a specified encrypted account is publicly available.
This process effectively replaces the traditional middle man, a commercial be
with a nontraditional middle man, the miners, who validate the authenticity (

) of transactions.
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Incentives to Use Virtual Currency

U A Bitcoin is a peetto-peer virtual currency that is essentially an online
communication protocol ( ) to transfer value usinglockchain
technology. It is important to understand tBatoinsare notlockchain
technology. Insteadhey uselockchaintechnology to transfer virtual value

U An account can be opened to transa@itnoinswithout a vetting process,
including identity verification. Aitcoin user will download free software that
creates an encrypted digital wallet ( ) where theiBitcoinsare
stored and, at the same time, creates an individual nodgcmmns peerto-peer
blockchainnetwork. This network can be accessed from any internet connecti
i n the world, and transactions gen
into theblockchaindata structure after they have been verified and validated.

U The encryption ( ; ) used Is similar to nH
private keypublic key combination to conduct secure transactions

U The primary incentive to kedftcointransactions as honest as possible is the f
received by the miner$he miners are the only police in thieckchainprocess.
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R
Examples

1. Which of the following statements is incorrect regarding the incentives to us
virtual currency ( )?

A. Bitcoinis a virtual currency that transacts usmgckchaintechnology.

B. TheBitcoin verification process utilizes a key system similar to HTTPS
rotocols.

c. / The incentive for honesty Iitcoin transactions is a structured regulatory
system.

D. Fees paid t®itcoin miners are the primary incentive for honesty in the
blockchaininfrastructure.

Answer C. Bitcoinis a virtual currency that transacts utilizinigckchaintechnology.
It deploys a system of private and public keys just like the HTTPS protocol. The fees
paid toBitcoin miners are the only formal incentive to encourage honesty in the

verification process because there is not a centralized regulatory structure supervisir
Bitcoin transactions.
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Limitations of Bitcoin

U One significant limitation witlBitcoin transactions is that the transferrreversible (
). There is no mechanism for a payee ( ) to reverse an accidental or
unwanted transfer. Basically, there is a no refund policy ( ) in effect at all
times.

U Perhaps the most substantial limitation of Bmeoin structure is that there is no
centralized governance system. This creates a problem in that no one is required
verify the identity of account owners or check them for individuals on watch lists (

) or embargoed countries ( ). Another issue with a lack of
regulatory oversight is that all transactions are acceptable, whereas other payme
vendors, like credit cards, disallow transactions for certain types of goods and
services.

U The decentralized structure of tB&coin market was entirely intentional (). It
was established this way to eliminate the possibility of one centralized person or
entity controlling the virtual curre
network of internetconnected computers also prevents a single centralized locatic
that can be targeted for failure. There has evolved a de facto ( ) centralization
over time as five key intermediaries have arigemency exchangesdigital wallet
servicesmixers mining pools andpayment processars
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Limitations of Bitcoin

0

0

Currency exchangegermit the exchange @fitcoinsinto and out of recognized
national currencies. They operate with bids and asks just like traditional finan
markets.

A Bitcoin wallet is really just a data file that stofi$coin accounts, transaction
records (thélockchair), and a private key, which is needed to valid&teoin
transfers. The digital wallet requires specific technical specifications and sect
measures to prevent crashing and hacking attacks.

Since data storage and security are big concerns, digital wallet services were
created to use a clodmhsed shared server to stBitcoin wallet information.

Some services, likBtrongCoinandCoinPunk permit the user to retain their
private key, which means that 1t he
Bitcoins. On one hand this sounds good, but on the other, the user must keery
private key safe or risk losing everything in their account. Other services, like
CoinbaseandXapo, hold the keys securely for their clients. This presents a
different challenge since the digital wallet service could be hacked and then t
users would still lose all of theBitcoins
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Limitations of Bitcoin

U The original vision foBitcoin transfers involves all transactions being recorded in t
blockchain which leaves an audit trail of all transactions. If someone were able to
discern () the bank account that initiated a purchasBitffoinsthat subsequently
resulted in a series of transactions or the address to which goods or services wer
deployed ( ; ), then anonymity would be compromised. To solve this
limitation, mixers were created. A mixer is essentially a middleman.

U Consider Party A and Party B who both want to initiate payments. Party A wants
pay Party C and Party B wants to pay Party D. If Party A and Party B pay their
intended payees directly, then the transactions could potentially be traced. Howe!
if they both pay a mixer first and then the mixer pays the intended payees, the sy
would record Party A and Party B paying the mixer and then the mixer paying Pa
C and Party D without tracing the origin of the payments. Some digital wallet serv
have rolled mixers into their structure. However, mixers do carry a significant risk
All Bitcoin transfers are irreversible, which means that the mixers could just keep
transfer and never pay Party C and Party D and, as a result, Party A and Party B
would have no recourse ().
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Limitations of Bitcoin

U To verify aBitcoin transaction, miners must compete to find a public key and
validate a transaction. This process means there will always be miners who ¢
effort to solve the puzzle but do not get paid, since only the first to solve the
puzzle will get paid. To address this limitation, mining pools were started.

U A mining poolis a group of miners that form an alliance and agree to all work
toward a solution, but they share the reward with the entire syndicate of mine
This is akin to a group of people buying lottery tickets together. As of March
2015, the two largest mining pools accounted for nearlytioineé of all mining
activity. This method of de facto centralization is dangerous. Considehaut?2
period in June 2014 where a mining pool named GHash.io briefly held more 1
50% of all mining power. This meant that for half of a day, they could manipu
the system if they wanted to. They could insert false transactions into the
blockchainor reject actual transactions.
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Limitations of Bitcoin

U There are a few significant limitations preventBigcoin from going more
mainstream.

First, if Bitcoinswere to be used by millions of consumers for ordinary dail
purchases, then thockchaindata file would grow insurmountably (
) large and be problematic to store in a given location.

Secongthe miner approval process slows down the pace of consumer
transactions because it can take roughly 10 minutesBdcain transaction
to be validated by the current mining structure, which is central Bitb@n
model.

U Historical evidence also suggests that mBitgoinsare held for appreciation
potential and not used for active transactions. Roughly 60% Bitadlinsmined
from 2009 to 2010 remained unspent or took over one year to be spent. Payr
to a retailer might also need to be converted to or Baooinsand, therefore,
Incur fees for currency exchange that increase the total transaction costs bey
reasonable level.
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Examples

2. Which of the following items is not a limitation of the curr@mtoin structure?
A. Bitcoin transactions are irreversible.

B. The potential foBitcoinsto be stolen from currency exchanges or from
digital wallet services.

Cc. The time it takes to validateBatcoin transaction.
\D/ User identity verification is transparent.

Answer D The decentralized structure makes coordination and user identity verificatic
difficult. The transactions are irreversible, and there is the potentiBlttmin to be
stolen either from currency exchanges or from digital wallet services. The fact that it
takes roughly 10 minutes to validat&ihcoin transaction is a limitation to broad use pf
Bitcoin by consumers for everyday purchases.
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Examples

3. Which of the following statements abdgitcoin centralization structures is not
correct?

A. Mining pools were created to solve the problem of miners conducting wc
with a low probability of payoff.

\B/ Digital wallet services are a safe way to transag&tiicoins
C. Mixers are designed to protect anonymityBitcoin transfers.
D. Mixers blur ( ) transaction audit trails.

Answer B Mining pools were designed to allow syndicates of miners to jointly profit if gne
of the miners in the group successfully validates a transaction. This helps alleviate th
problem of miners using tremendous effort to find the public key to validate a transaction ¢
then miss the payment because another miner conducted the hunt faster. Digital wallets a
step forward in organization, but they may present risk t@itwein owner. If the digital
wallet is hacked, theBitcoinscan be stolen unless the owner retains the private key, in
which case it is still subject to data security risks. Mixers do blur the audit trail, and for|this
reason, they help to protect anonymity in bheckchaintransaction storage system.
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B
Rrisks Inherent With Bitcoin

U The underlying structure behirgitcoin has several specific risks. They include
market risk , theshallow market problem, counterparty risk, transaction risk,
operational risk, privacy risk ( ), legal risk, andregulatory risk .

Anyone who own®itcoinswill face market risk, due to fluctuation in market
exchange rates with regard to traditional national currencies.

Bitcoinsalso exhibit what is known as tBhallow market problem ( ).
This essentially means that they have relatively low trading volume relative to
other currencies or financial instruments. Spikes in trading volume will influenc
the exchange rate.

The lack of centralization in tH&tcoin structure has also led t@unterparty
risk.

Transaction risk arises from the fact th&itcoin transactions are irreversible.

There are also a seriesagerational risks that could compromise the integrity
and safety of 8itconuser 6 s stash of virtual =c

The notion ofBitcoin also raises certaprivacy risks. Bitcoin transactions are
not so much anonymous as they are pseudonymous.

Bitcoin systems also face boliegal and regulatory risksacross numerous
jurisdictions.
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Examples

4. Which of the following items is not a risk borne by Bigcoin structure?

A. The irreversibility of transactions subtracts (; ) a layer of protection
afforded to traditional payment methods.

B. Low trading volume in th&itcoin currency adds another layer of market
risk to those who want to own the currency.

C. Blockchaintransactions may not be anonymous if the user makes certair
types of transactions.

D. / Bitcoinsdo not face counterparty risk because all transactions are
anonymous.

Answer D Bitcoinsdo face counterparty risk because some wallet services are hacked|anc
some currency exchanges shut down. The irreversibiliBitobin transactions is a key risk
for patrons. It makes accidental transactions an issue. The shallow maBigtdorsdoes
compound currency volatilitydlockchaintransactions may sacrifice their anonymous
features if the user ships products to a physical address or transacts on a monitored curre
exchange.
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Regulation of Virtual Currencies

U Regulatory scrutiny of criminal activity is necessary withinBiteoin universe in
three core area8itcoin-specific crimes money laundering andBitcoin-
facilitated crimes.

Bitcoin- specific crimesre attacks on either the infrastructurdda€oin transfers
or the currency itself. This could incluécoin theft, attacks on mining pools, or
denialof-service attacks ( ) on exchanges. Law enforcement has
struggled with these crimes due to the inherent technical complexities and lim
cyber resources.

Money launderings a big potential issue witBitcoins. This involves using the
Bitcoin protocol to conceal proceeds of illegal activities ( ). Law
enforcement s only weapon in this \
theblockchainrecord. The use of mixers can further cloud this area that requir
more regulatory oversight.

Bitcoin-facilitated crimesccur when account owners WBicoinsto conduct
illegal transactions for goods or services or for payment of bribes and extortiol
U These three factors are all reasons whyBibhe&oin infrastructure needs to have some
measure of regulation.
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Regulation of Virtual Currencies

U There are some key challenges to imposing regulation ddititen universe. One
such challenge is th&titcoinsare an international virtual currency. If all national
jurisdictions do not impose the same constraints, then account owners will domic
their holdings ( ) in a game of regulatory arbitrage, seeking the countr
with the lowest regulatory hurdles. Regulators are traditionally drawn to financial
Intermediaries as targets ( ) to deploy regulation.

U One challenge is that many intermediaries inBheoin structure have very little
leverage with which to enact national regulations.

U One good feature about tBé&coin structure is that theft can be tracked. Since all
transactions are recorded in thleckchain the account number that st@gcoins
can be easily isolated. The tricky part ( ) is identifying who the account
belongs to. That might take an extended period of time to wait for the account ow
to make a mistake and either convert assets at a currency exchange or use their
account to ship product to a physical address. In theory, they could use the
anonymous account to buy online services that require no physical delivery and
remain anonymous indefinitely.
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Examples

5. Which of the following items are correct with respect to the regulation of
Bitcoin?
. Theft of Bitcoin can be easily tracked to the specifically identifiable party
that stole thditcoin.

. Bitcoinsneed to be regulated because of money laundering and several
categories of illegal transactions.

A. ] only.

B. / Il only.

c. BothlandIl.
D. Neither | nor Il.

Answer B Bitcoinshave been shown to be used for money laundering and various other illedyal
activities. However, regulation @itcoinsis challenging due to the semnonymous nature of the
accounts and the global reach of this virtual currency. All global jurisdictions will need to come t
a common regulatory understanding, or users will be able to exploit regulatory arbitrage. Theft c
Bitcoinsis easily tracked to the account that stole them. This is accomplished usingckkehain
structure, but this structure also makes it very difficult to find out who owns a given account
unless they make a mistake that reveals their identity.

v
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